
 
 
 

 
 
 
 

7.3.2 Fault Detection:

Review of Main Techniques
Fault detection serves as the cornerstone of any prognostics and health 
management (PHM) system, providing the critical capability to identify 
when system behavior deviates from normal operating  conditions. This
comprehensive review examines the main technical approaches used in 
fault detection, from traditional model-based methods to cutting-edge 
artificial intelligence techniques. Understanding these methodologies is 
essential for engineers and researchers developing  robust monitoring
systems for safety-critical applications.



Model-Based 
Approaches
Mathematical and physics-based foundation for fault detection



Observer-Based Detection Methods
Observer-based detection represents one of the most theoretically sound approaches in model-
based fault detection. These methods leverage state observers to estimate system states and 
generate residuals that serve as fault indicators.

Luenberger Observers and Kalman Filters

Luenberger observers provide deterministic state estimation for linear systems, while Kalman filters 
extend this capability to stochastic environments. The Extended Kalman Filter (EKF) and Unscented 
Kalman Filter (UKF) further handle nonlinear system dynamics through linearization and sigma-
point transformations respectively.

Parity Space and Analytical Redundancy

Parity space approaches exploit mathematical redundancy by deriving consistency relationships 
among system variables. These methods construct parity vectors that remain zero under fault-free 
conditions but deviate when faults occur. Analytical redundancy leverages fundamental physical 
laws such as conservation of mass, energy, and momentum to establish these redundant 
relationships.

Unknown Input Observers (UIOs)

UIOs provide robustness against known disturbances while maintaining sensitivity to faults. This 
selectivity is achieved through careful observer design that decouples disturbance effects from 
fault signatures, making them particularly valuable in noisy industrial environments.



Parameter Estimation and Model Validation

Online Parameter 
Estimation
Recursive least squares, maximum 
likelihood estimation, and adaptive 
filtering techniques continuously 
update model parameters. 
Significant deviations from 
expected parameter values indicate 
system degradation or incipient 
fault conditions.

Model Validation Metrics
Statistical tests including chi-
square goodness-of-fit, 
Kolmogorov-Smirnov tests, and 
residual autocorrelation analysis 
validate model accuracy and detect 
when assumptions break down due 
to fault conditions.

Strengths and Limitations
Strengths: High interpretability, 
excellent for safety-critical 
systems, strong theoretical 
foundation. Limitations: Require 
accurate models, sensitive to 
modeling errors and parameter 
uncertainty, computational 
complexity for nonlinear systems.



Signal-Based 
Approaches
Direct analysis of measured signals without detailed process models



Time-Domain and Frequency-Domain Analysis
Statistical Time-Domain Features

Time-domain analysis extracts statistical features including mean, 
variance, standard deviation, skewness, and kurtosis from measured 
signals. These features capture changes in signal characteristics that may 
indicate fault conditions. Control chart techniques such as Shewhart 
charts, Cumulative Sum (CUSUM), and Exponentially Weighted Moving 
Average (EWMA) provide statistical process control frameworks for 
detecting persistent shifts in signal behavior.

Advanced Signal Decomposition

Wavelet transform analysis provides excellent time-frequency localization, 
making it particularly effective for detecting transient fault signatures. The 
discrete wavelet transform decomposes signals into multiple resolution 
levels, enabling detection of both high-frequency transients and low-
frequency trends. Empirical Mode Decomposition (EMD) and the Hilbert-
Huang Transform offer data-adaptive decomposition methods that can 
reveal intrinsic oscillatory modes within complex signals without requiring a 
priori knowledge of signal characteristics.

Frequency-Domain Techniques

Fast Fourier Transform (FFT) and Short-Time Fourier Transform (STFT) 
analysis reveal frequency-domain signatures characteristic of specific fault 
types. In rotating machinery, bearing defects produce distinct spectral 
patterns at characteristic frequencies related to bearing geometry and 
rotational speed. Gear faults manifest as sidebands around gear mesh 
frequencies, while shaft imbalance creates peaks at rotational frequency 
and its harmonics.

Strengths: Easy deployment, minimal modeling requirements, well-
established techniques. Limitations: Detection quality depends heavily on 
noise levels and feature selection, may miss subtle degradation patterns.



Data-Driven 
Approaches
Statistical learning and machine learning methods for fault detection



Multivariate Statistical Process Control and Classical ML
Principal Component Analysis (PCA)
PCA transforms correlated process variables into uncorrelated 
principal components, capturing maximum variance in lower-
dimensional space. Hotelling's T² statistic monitors the score 
space, while Q-statistic (squared prediction error) detects 
deviations in the residual space. These complementary statistics 
provide comprehensive anomaly detection capabilities for 
multivariate processes.

Partial Least Squares (PLS)
PLS regression handles collinear variables while maintaining 
predictive capability, making it valuable when variables are highly 
correlated and predictive models are required. The method 
simultaneously performs dimensionality reduction and regression, 
providing both monitoring statistics and predictive insights.

Unsupervised Anomaly Detection
Clustering algorithms including k-means, DBSCAN, and Gaussian 
Mixture Models identify normal operating regions and detect 
outliers. One-Class SVM creates decision boundaries around 
normal data, while Isolation Forests efficiently isolate anomalies 
through random partitioning strategies.

Supervised Classification
When labeled faulty data is available, supervised methods like 
Support Vector Machines, Random Forests, and Gradient 
Boosting provide robust classification performance. These 
ensemble methods combine multiple weak learners to create 
strong predictive models with good generalization capabilities.



Deep Learning and Neural Network Approaches
Autoencoders for Anomaly Detection

Autoencoders learn compressed representations of healthy system operation through encoder-
decoder architectures. High reconstruction error indicates deviations from normal patterns, 
providing unsupervised fault detection capability. Variational autoencoders extend this concept by 
learning probabilistic representations that enable uncertainty quantification.

Recurrent Neural Networks

Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) networks excel at processing 
sequential data, capturing temporal dependencies in time-series measurements. These 
architectures can learn complex temporal patterns and detect subtle changes in system dynamics 
over time.

Convolutional Neural Networks

CNNs applied to spectrograms, vibration signals, or process images can automatically extract 
hierarchical features without manual feature engineering. Their translation-invariant properties 
make them robust to signal variations while maintaining sensitivity to fault-related patterns.

Strengths: Handle high-dimensional, nonlinear data; automatic feature extraction; adaptable to 
various domains. Limitations: Require substantial training data; limited interpretability; 
computational complexity.



Hybrid and Emerging Approaches
Knowledge-Based Expert Systems
Rule-based systems encode domain expertise through IF-THEN rules 
derived from standards or expert knowledge. Fuzzy logic systems 
handle uncertainties and qualitative knowledge, providing effective 
solutions when fault thresholds are vague or context-dependent.

Digital Twins
High-fidelity simulation models continuously synchronized with live 
data enable real-time comparison between predicted and actual 
behavior. This approach provides comprehensive system 
understanding and enables predictive fault detection through 
physics-based modeling.

Physics-Informed Machine Learning
These hybrid approaches blend first-principles models with data-
driven techniques, incorporating physical constraints into neural 
network architectures. This integration enhances robustness, 
reduces data requirements, and improves extrapolation capabilities 
beyond training data.

Federated Learning
Distributed fault detection across multiple facilities enables 
collaborative learning without sharing sensitive raw data. This 
approach leverages collective knowledge while maintaining data 
privacy, particularly valuable in competitive industrial environments.

Future Directions

The convergence of these approaches through ensemble methods, multi-modal fusion, and adaptive architectures represents the next frontier in fault 
detection technology, promising more robust and comprehensive monitoring capabilities for complex engineering systems.


