
7.4.1 Fault Diagnosis: 

Basics
Understanding the systematic approach to identifying, isolating, and 
characterizing faults in engineering systems through advanced 
diagnostic methodologies and analytical techniques.



Introduction to Fault Diagnosis



What is Fault Diagnosis?
Fault diagnosis is the systematic process of determining the type, location, 
and root cause of a fault after it has been detected in an engineering system. 
This critical discipline goes far beyond simple fault detection, which merely 
identifies that something is wrong. Fault diagnosis provides comprehensive 
answers to the fundamental questions that maintenance engineers and 
technicians need to address operational anomalies effectively.

While fault detection answers the binary question "Is something wrong?", 
fault diagnosis delves deeper to answer the more complex inquiries: "What 
exactly is wrong?", "Where is the problem located?", and "Why did this fault 
occur?" This distinction is crucial for effective maintenance strategies and 
operational reliability.

The process involves sophisticated analytical techniques, pattern recognition, 
and systematic investigation methodologies that enable engineers to move 
from symptom observation to precise fault characterization.



Formal Definition and Scope

Fault diagnosis is the process of isolating, identifying, and characterizing faults in a system, including determining their type, 
source, and possible causes, based on available measurements, models, or knowledge.

This definition encompasses several critical aspects that distinguish fault diagnosis from other maintenance activities. The process 
relies on multiple information sources including sensor measurements, mathematical models of system behavior, historical data 
patterns, and accumulated engineering knowledge. The diagnostic process must be systematic and repeatable, providing consistent 
results when applied to similar fault scenarios.

The scope of fault diagnosis extends across multiple engineering disciplines including mechanical systems, electrical networks, 
process control systems, and complex integrated platforms. Modern diagnostic approaches incorporate advanced signal processing, 
machine learning algorithms, and model-based reasoning to achieve high accuracy and reliability in fault characterization.

Effective fault diagnosis requires integration of real-time data acquisition, historical trend analysis, and predictive modeling to provide 
comprehensive fault understanding that supports both immediate corrective actions and long-term preventive maintenance 
strategies.



Key Characteristics



Beyond Detection: Comprehensive Analysis
The primary characteristic that distinguishes fault diagnosis from basic fault 
detection is its comprehensive analytical approach. While detection systems 
typically provide binary or threshold-based alerts, diagnostic systems perform deep 
analysis to extract meaningful information about fault characteristics, progression 
patterns, and potential impacts on system performance.

Advanced diagnostic systems employ multiple analytical techniques including 
frequency domain analysis, statistical pattern recognition, and model-based 
inference to characterize faults with high precision. These systems can distinguish 
between similar fault signatures, identify multiple concurrent faults, and provide 
confidence metrics for diagnostic conclusions.

The diagnostic process incorporates temporal analysis to understand fault evolution over time, enabling prediction of fault 
progression and estimation of remaining useful life for affected components. This temporal dimension is crucial for maintenance 
planning and operational decision-making, as it provides insights into fault severity and urgency of required interventions.



Three Essential Subtasks

Fault Isolation
Determining the precise location 
where the fault occurred, including 
identification of specific components, 
sensors, subsystems, or process 
units affected by the anomaly. This 
requires spatial reasoning and system 
topology knowledge.

Fault Identification
Characterizing the specific type and 
nature of the fault, such as sensor 
drift, valve sticking, bearing wear, or 
process parameter deviation. This 
involves pattern matching and 
classification techniques.

Root Cause Analysis
Understanding the underlying 
mechanisms and conditions that led 
to fault occurrence, including 
mechanical wear patterns, calibration 
errors, environmental factors, or 
operational stress conditions.

These three subtasks are interconnected and often performed iteratively, with insights from one subtask informing and refining 
the analysis in others. Modern diagnostic systems integrate these subtasks through unified analytical frameworks that 
leverage multiple data sources and reasoning approaches to provide comprehensive fault characterization.



Granularity of Diagnostic 
Information

Component Level
Specific identification of individual 
components experiencing faults, such 
as "Valve V3 is stuck in open position" 
or "Temperature sensor TE-101 exhibits 
2.5°C positive bias." This level provides 
actionable information for direct 
maintenance intervention.

Subsystem Level
Broader system-level fault identification 
such as "Cooling loop circulation 
malfunction" or "Power distribution 
network instability." This level guides 
systematic troubleshooting approaches 
and resource allocation.

Failure Mode Level
Detailed characterization of specific failure mechanisms such as "Rolling element 
bearing outer race spalling defect" or "Heat exchanger tube fouling accumulation." 
This level supports predictive maintenance and reliability engineering.



Diagnostic Workflow



Systematic Diagnostic Workflow

1
Fault Detection
Initial alarm generation when anomalous behavior is identified through monitoring systems, triggering the diagnostic investigation process.

2
Data Analysis
Comprehensive examination of system outputs, state variables, and residual signals compared against expected behavioral models and historical patterns.

3
Hypothesis Generation
Development of potential fault scenarios based on observed symptoms, system knowledge, and historical fault experience databases.

4
Hypothesis Testing
Systematic evaluation of proposed fault scenarios against observed evidence using pattern matching, model-based reasoning, or machine learning classifiers.

5
Diagnosis Output
Generation of conclusive fault identification with location specification, fault type characterization, and confidence assessment for maintenance decision-making.

This workflow represents a systematic approach that ensures comprehensive analysis while maintaining efficiency in diagnostic processes. Modern implementations often employ 
parallel processing techniques to accelerate hypothesis testing and reduce diagnostic latency for critical systems.



Industrial Process Example

Scenario: Reactor Temperature Anomaly

A chemical reactor experiences unexpected temperature elevation, triggering automated 
safety protocols and diagnostic investigation.

Diagnostic Investigation Process:

Initial Detection: Temperature monitoring system identifies 15°C deviation above 
normal operating range

Data Analysis: Coolant flow rate, pump parameters, and heat exchanger performance 
metrics are analyzed

Fault Isolation: Coolant flow sensor readings appear abnormal, initially suggesting 
sensor malfunction

Deeper Investigation: Pump performance analysis reveals cavitation signatures in 
vibration data

Root Cause Identification: Water level monitoring confirms insufficient coolant 
reservoir levels causing pump cavitation

Diagnostic Conclusion: "Cooling pump cavitation due to low coolant reservoir level, resulting in inadequate heat removal capacity and reactor temperature elevation. Immediate action 
required: coolant level restoration and pump inspection for cavitation damage."



Critical Importance of Fault Diagnosis

Safety Enhancement

Precise fault identification prevents escalation scenarios by enabling 
targeted interventions before critical failures occur, such as 
identifying valve leakage before fire hazards develop.

Maintenance Optimization

Specific fault characterization guides maintenance teams to exact 
repair requirements, reducing unnecessary component replacement 
and minimizing system downtime.

Operational Continuity

Accurate diagnosis prevents unnecessary system shutdowns by 
distinguishing between critical faults requiring immediate action and minor 
issues allowing continued operation.

Root Cause Elimination

Understanding underlying fault mechanisms enables implementation of 
corrective measures that prevent recurrence, improving long-term system 
reliability and performance.

These benefits demonstrate why fault diagnosis represents a critical capability for modern engineering systems, directly impacting safety performance, 
maintenance efficiency, operational availability, and lifecycle costs. Investment in advanced diagnostic capabilities typically provides significant returns 
through reduced unplanned downtime and optimized maintenance resource utilization.



Summary: Detection vs. Diagnosis
Fault Detection

"An anomaly exists in the system."

Provides binary or threshold-based indication of abnormal system behavior, 
serving as the trigger for further investigation. Detection systems focus on 
sensitivity and rapid response to minimize false negatives while managing 
false positive rates.

Fault Diagnosis

"This anomaly is Fault Type X, located at Component Y, caused by 
Mechanism Z."

Delivers comprehensive fault characterization including type classification, 
spatial localization, and causal analysis, enabling precise maintenance 
actions and preventive strategies.

This fundamental distinction underscores the complementary nature of detection and diagnosis systems in comprehensive condition monitoring architectures. 
While detection provides the alerting function, diagnosis provides the analytical depth necessary for effective maintenance decision-making and system 
reliability optimization.


