7.4.2 Fault Diagnosis:

Review of Main Techniques

Fault diagnosis represents a critical capability in modern engineered
systems, encompassing the systematic identification, localization, and
characterization of system anomalies and failures. This comprehensive
review examines the fundamental approaches that have evolved to
address the complex challenge of automated fault detection and
diagnosis across diverse industrial applications.

The field has matured through decades of research, developing from
simple threshold-based alarm systems to sophisticated machine learning
algorithms capable of detecting subtle fault signatures in high-
dimensional data spaces. Understanding these methodologies is
essential for engineers and researchers working to enhance system
reliability and operational safety.



Knowledge-Based
Approaches

Leveraging human expertise and structured reasoning for systematic
fault identification




Knowledge-Based Diagnhostic Methods

Knowledge-based approaches represent the earliest systematic methods for automated fault

diagnosis, drawing directly from human expertise and established engineering principles.
These techniques translate the intuitive reasoning processes of experienced operators and
maintenance personnel into structured algorithmic frameworks.

Rule-Based Systems

Rule-based systems form the foundation of knowledge-based diagnosis, utilizing IF-THEN
conditional statements derived from domain expertise. A typical implementation might
include rules such as "IF pressure drops below 85% of setpoint AND flow rate increases by
more than 15% THEN suspect downstream leak with confidence 0.8." These systems excel
in scenarios where expert knowledge can be clearly articulated and codified.

Fault Tree Analysis

Fault trees provide hierarchical representations of failure modes, systematically
decomposing top-level failures into constituent basic events. This deductive approach
enables both qualitative analysis of failure pathways and quantitative assessment of failure
probabilities. Modern implementations integrate with real-time sensor data to provide
dynamic fault probability updates.

Fuzzy Logic Systems

Fuzzy logic addresses the inherent uncertainty in fault
diagnosis by accommodating imprecise thresholds and
linguistic variables. Rather than crisp boolean logic, fuzzy
systems operate with membership functions that capture
gradual transitions between normal and faulty states. This
approach proves particularly valuable when dealing with
sensor noise and gradual degradation processes.

Performance Characteristics

Advantages: High interpretability, straightforward
implementation, excellent explainability for regulatory
compliance.

Limitations: Knowledge acquisition bottleneck, limited
scalability to complex systems, difficulty handling novel
fault modes not captured in the knowledge base.



Model-Based

Approaches

Physics-driven diagnosis through mathematical system representations
and analytical redundancy

- \I
/ e l
e J
2
/
y/
A /
- —1
(=] -.\\
-
.'/r-
|
\
N
N
— )
N
4‘\\\ r/ I/‘_\
\ -\ L
\ [ ]
% L |
™
iy X
-\E_ :IAJ ‘ e ‘1




Model-Based Diagnostic Frameworks

Model-based approaches leverage first-principles mathematical representations of system behavior to detect and isolate faults through analytical redundancy.
These methods compare actual system behavior against predicted behavior from validated models, generating residual signals that contain fault signatures.

Residual Generation Methods Observer-Based Diagnosis Parameter Estimation

Residuals represent the discrepancy between State observers, including Luenberger Many faults manifest as changes in physical
measured and model-predicted variables: r(t) observers and Kalman filters, estimate parameters (friction coefficients, heat transfer
= y(t) - (t|6). Each fault typically generates a unmeasured system states from available rates, valve characteristics). Online parameter
unique residual signature across multiple sensor data. Faults manifest as persistent estimation algorithms track these changes,
residual generators, enabling both detection innovations or estimation errors that deviate comparing estimated parameters against

and isolation. Advanced techniques include from expected statistical properties. nominal values.

structured residual sets where each residual is Extended and Unscented Kalman Filters Recursive least squares, maximum likelihood
sensitive to specific fault subsets. handle nonlinear system dynamics, while estimation, and Bayesian approaches provide
Implementation requires careful consideration bank-of-observers approaches use multiple statistical confidence bounds on parameter
of modeling uncertainties, sensor noise, and observers, each designed to be insensitive to estimates, enabling threshold-based fault
disturbance rejection to minimize false alarms specific faults, enabling isolation through detection with quantified uncertainty.

while maintaining fault sensitivity. residual pattern analysis.

Key Advantages: Precise fault localization, minimal training data requirements, physically interpretable results. Primary Limitations: Model accuracy
dependence, computational complexity for large systems, sensitivity to unmodeled dynamics and disturbances.



Data-Driven
Approaches

Statistical learning and machine intelligence for pattern-based fault
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Data-Driven Diagnostic Techniques

Data-driven approaches harness the power of statistical learning and machine intelligence to extract fault patterns directly from historical operational data, without requiring explicit mathematical

models of system behavior.

Multivariate Statistical Methods

Principal Component Analysis (PCA) and Partial Least Squares (PLS) form the backbone of
statistical process monitoring. These techniques project high-dimensional sensor data onto
lower-dimensional latent spaces that capture dominant process variations. Hotelling's T2 and
Q-statistics provide fault detection capabilities, while contribution plots enable fault isolation by
identifying which variables contribute most to detected anomalies.

Advanced variants include dynamic PCA for autocorrelated processes, multi-way PCA for
batch operations, and adaptive PCA for time-varying systems. Kernel PCA extends these
methods to capture nonlinear relationships through implicit feature space mappings.

Machine Learning Classification

Supervised learning algorithms excel when labeled fault data is available. Support Vector
Machines provide robust classification with theoretical generalization guarantees, particularly
effective in high-dimensional feature spaces. Random forests and gradient boosting methods
handle mixed data types and provide feature importance rankings for interpretability.

Deep Learning Architectures

Autoencoders learn compressed representations of normal operation patterns, detecting faults
as reconstruction errors exceeding learned thresholds. Variational autoencoders provide
probabilistic frameworks with uncertainty quantification capabilities.

Convolutional Neural Networks excel with spectral data from vibration analysis and acoustic
emission monitoring. Recurrent architectures (LSTM, GRU) capture temporal dependencies in
sequential fault development, particularly valuable for prognostic applications.

Unsupervised Learning

Clustering algorithms identify natural groupings in operational data without requiring fault
labels. DBSCAN handles arbitrary cluster shapes and automatically identifies outliers, while
Gaussian Mixture Models provide probabilistic cluster assignments useful for uncertainty
quantification.

Strengths: Handles complex nonlinearities, learns from data without physical modeling, scales well with data availability. Challenges: Requires extensive labeled datasets, limited interpretability,

potential overfitting to training conditions.



Hybrid Approaches

Synergistic integration of multiple diagnostic paradigms for enhanced
robustness an d accurac y




Hybrid Diagnostic Architectures

Hybrid approaches represent the current frontier in fault diagnosis research, combining the complementary strengths of different diagnostic paradigms to overcome individual limitations and
achieve superior performance in complex real-world applications.
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Model-Enhanced ML Knowledge-Guided Learning Digital Twin Integration

Physics-based models generate residual features that serve
as inputs to machine learning classifiers. This approach
leverages domain knowledge for feature engineering while
maintaining ML's pattern recognition capabilities. Residuals
capture fault-relevant information while filtering out normal
operational variations.

Expert knowledge constrains and guides machine learning
algorithms through regularization terms, loss function
modifications, or architectural constraints. Physics-Informed
Neural Networks (PINNs) embed physical laws directly into
network training, ensuring learned representations respect
fundamental principles.

Real-time digital replicas continuously mirror physical
system behavior. Discrepancies between twin predictions
and actual measurements undergo analysis through both
analytical and learning-based methods, providing
comprehensive diagnostic coverage.

Advanced Hybrid Frameworks

Multi-level architectures implement different diagnostic approaches at various system hierarchies. Component-level model-based diagnosis feeds into system-level statistical monitoring, while
top-level expert systems provide final diagnostic decisions with confidence measures.

Ensemble methods combine predictions from multiple diagnostic algorithms, using voting schemes, Bayesian model averaging, or meta-learning to improve overall reliability. Adaptive weighting
adjusts individual method contributions based on operating conditions and historical performance.

Federated learning approaches enable collaborative diagnostic model development across multiple similar systems while preserving data privacy, particularly valuable in industrial settings where
proprietary operational data cannot be shared directly.

Benefits: Enhanced robustness, improved accuracy, maintained interpretability, reduced false alarm rates. Considerations: Implementation complexity, computational overhead, validation
challenges across multiple subsystems.



